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Company name Incident
Date Incident Details

Verizon 24.02
Sensitive information, including Social Security numbers, 

of over 63,000 employees was stolen.

Bank of America 24.02
A ransomware attack on a software vendor led to the theft

of personal information of 57,028 bank customers.

LoanDepot
(Mortgage Company)

24.01
A ransomware attack resulted in data encryption and system access,
leading to the theft of personal information of 16.6 million individuals.

Crypto.com 23.01
Hackers bypassed two-factor authentication, accessing user wallets and
stealing approximately $18 million in Bitcoin and $15 million in Ethereum.

Paypal 23.01
A credential stuffing attack led to the theft of

about 35,000 customers' information.

Twitter 22.01
Multiple hackers continuously exploited an exposed API vulnerability

since 2021, stealing a database of over 200 million users.

● Change the initially set default account
- Change  to a 9-character minimum, making it difficult 

          to guess
● Passwords must include letters, numbers, and 

special characters
-  Change at least once per quarter

● Set appropriate permissions for each user 
account
- Delete unnecessary accounts, prohibit shared use of

         administrator accounts.
       - Limit the total number of failed login attempts to 5 for
      user accounts.
       - Block access from unauthorized IP addresses
       - Use Session Timeout setting
● Set password policies

- “Maximum password length” to at least 9 characters,
         with a usage period of no more than 90 days

Data Breaches Incident
Current Account Security Measures 

for Information Protection

The rise in asset losses from user account theft underscores the need for robust information 
security measures. However, increasing complexity in account security can also cause user 
inconvenience.

Data breaches and security measures
for user accounts and personal information

Problem Statement



"The safest, 
fastest, easiest, 

and most reliable 
authentication 

solution."

Leading the authentication market’s change with excellent security 
and speed, convenience for account access and authentication.

“True Passwordless” secure authentication solution eliminating 
passwords at the source.

Providing the best user experience, security, fast authentication 
processing speed, and scalability in digital authentication services.

Secured high trust levels by partnering with ITU2) and others as the world’s 
top-tier secure authentication solution.

BSA, the global standard technology, provides security and 
convenience through True Passwordless method.

Features of BSA1)

Innovative Technology
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BSA is recognized for its international standard technology and 
interpretation by relevant domestic authorities, offering safety, 
convenience, and cost savings.

Competitiveness and Value of BSA

Innovative Technology



COMMUNITY USERDEVICE

Secure and convenient authentication
with simple user operations

BSA’s Operating Mechanism (1/3)

Innovative Technology



Authentication based on possession devices that cannot be authenticated by third 
party : One-time authentication key are randomly generated during authentication 
and discarded after use, making them impossible to steal.

BSA’s Operating Mechanism (2/3)

Innovative Technology

1. Multiple Identifier Random Combination 2. One Time Authentication Key (OTAK)

3. Multiple Distributed Verification (MDV) 4. Kernel Chain Core



Authentication based on possession devices that cannot be 
authenticated by third party : One-time authentication key 
are randomly generated during authentication and discarded 
after use, making them impossible to steal.

BSA’s Operating Mechanism (3/3)

STEP 01. Registration / User Device’s Data Collected

STEP 02. Service Access Request

STEP 03. Authentication Request

STEP 04.  Create a Channel, Block

STEP 04. OTAK Generation

STEP 04. Verification Nodes Selection  |  Transmit User’s Device    

                   Data Verification Results, OTAK Verification

STEP 05. Transmit OTAK & User Device’s Data to Selected 

                   Verification Nodes

STEP 05. Verify the User’s Device

STEP 06. Transmit the Authentication Result

STEP 06. Authentication Successes & Access Granted

STEP 06.
Authentication 

Successes & Access 
Granted

STEP 06.
Transmit the 
Authentication Result

STEP 03.
Authentication Request

Randomly Selected Nodes for Verification 
Prrocedure

STEP 01.
Registration / User Device’s Data Collected

STEP 04.  Transmit User’s 
Device Data Verification 
Results, OTAK Verification

STEP 05.
Transmit OTAK & User Device’s Data to 

Selected Verification Nodes

STEP 05.
Verify the User’s 
Device

USER DUSER CUSER BUSER A

ServiceProvider

Authentication ServerPRIVATE DLT

STEP 04.
Create a Channel, Block

STEP 04.
OTAK Generation

Distributed ledger

STEP 02.
Service Access 

RequestInnovative
Technology



BSA can be expanded to share and access authentication factors from 
different service providers, enabling various types of companies to 
collaborate and operate jointly

BSA's Innovation and Scalability

Innovative Technology

To enable Mutual Trust between users, devices and 
applications. Enable common interoperable with 

enterprise wide Authentication solution.

Trusted, consistent method of identity authentication 
to employee, customers and partners. Enable 

protection of confidentiality and sensitivity data.

Advanced authentication capability, reducing 
operating cost and increase productivity time of 

users within the organizations.

- User Value -

- Organization Value -

As user numbers increase, the 
complexity, time and cost burdens 

of password changes and 
management also grow

BSA standardizes and simplifies user 
authentication security policies for both 

user and device access, facilitating 
integrated service operations.

To-BeAs-Is Challenges

DEPT A

DEPT B

DEPT CDEPT D

DEPT E

BSA MFA
Authentication

Gateway

DEPT A

DEPT B

DEPT CDEPT D

DEPT E

Objective

Value



Biometrics

Public Key (PKI) Based Authentication1) Device-Based Authentication2)

Replaces the traditional password-based authentication
with biometrics. For re-registration,

it uses the existing password for reissuance.

Generates a one-time authentication key for each
authentication and discards it upon completion.

For re-registration, you'll need to register your device again.

Supports multi-factor authentication with various biometric
technologies such as fingerprint and facial recognition

Password Usage

Public Key-Based Authentication Key Storage Method : Passkey (FIDO2) VS
Device-Based Authentication Key Non-Storage Method : BSA

Uses various biometric technologies such as
fingerprint and facial recognition

Does not store authentication keys, effectively blocking 
phishing and man-in-the-middle attacks.

If a user's biometric information is leaked,
it can be very difficult to change or recover. Security

Authentication  Method

Comparison of FIDO Features
Comparison of Passkey (FIDO2) and BSA Features



Outstanding
Security

Groundbreaking Cost Reduction

World’s First 
Innovation

Intellectual Property Powerhouse

Convenient 
Experience

BSA's innovativeness has been recognized through partnerships with ITU, 
global standardization, and the worldwide BSA Application Challenge, leading 
to increased attention in the global authentication market.

Reasons BSA is Gaining Attention in the Authentication Market

Competitive Advantage

FNSV, ITU’s Only Private Sector Partner 
Worldwide

BSA’s Innovation

Testing through the BSA Application 
Challenge  

BSA’s 
Innovation



Sector Customer Project Details

Public

Sarawak Digital Economy Corporation Berhad
(SDEC)

MyVMS
 •  Vendor management system integrated with BSA
 •  BSA as authenticator & MFA
 •  User : Employees

Inland Revenue Board of Malaysia (LHDN) MYDATA+
 •  Company background investigation system integrated with BSA
 •  1) White label application
 •  User : Employees (investigation division)

Corporate
&

Enterprise

PETRONAS Dagangan Berhad (PDB) Secured VPN access
 •  Company background investigation system integrated with BSA
 •  White label application
 •  User : Employees and BDW’s client

Landasan Network Solutions (LNS) Secured VPN access
 •  Mikrotik secured VPN access integrated with BSA
 •  BSA as authenticator & MFA
 •  User : Employees

Big Dataworks (BDW) MYDATA+
 •  Company background investigation system integrated with BSA
 •  White label application
 •  User : Employees and BDW’s client

Rakan Net Secured VPN access
 •  Mikrotik Secured VPN access integrated with BSA
 •  BSA as authenticator & MFA
 •  User : Employees

Detailed information on BSA solution application for each customer

Detailed information on BSA solution application for each customerBSA Implementation Status
Customers in Transition to BSA Solutions



Detailed information on BSA solution application for each customer

Field Partner Customer Project Details

Corporate
&

Enterprise

Big Dataworks
(BDW)

Government agencies
& public users MyDigital ID  •  Developing framework on MyDigital ID platform. 

   BSA compliments as the access security authenticator.

Heitech Padu Government &
corporate sectors

1) POC(Proof Of Concept)  •  POC on Heitech Padu own system 
   (managed service provider ecosystem)

Heitech Padu Government &
corporate sectors POC(Proof Of Concept)  •  BSA as one of security service offering for

   Heitech Padu’s customers.

Educatino Koleksi Niaga
(KN)

Mulawarman University
(UNMUL) POC(Proof Of Concept)

 •  SSO system integrated with BSA
 •  BSA as authenticator & MFA
 •  Target user: Academician, students, and staffs

Detailed information on BSA solution application for each customerBSA Implementation Status
Customers in Transition to BSA Solutions



Benin

China

Angola
DRC

Burkina Faso

Kingdom of Eswatini

Ethiopia

Gabon
Ghana

India

Israel
Jordan

Kenya

Laos

Lesotho

Malaysia

Morocco

Mozambique

Nigeria

Pakistan

Portugal

Republic of South Africa

Sudan

Sweden

Tanzania

Tunisia
Türkiye

Malawi
Uganda

Zambia

Distribution of Participating Countries - 39 countries participated

With participants from 39 countries participating in the Worldwide BSA 
App Challenge co-hosted with ITU, expanding market penetration into 
emerging markets such as Asia and Africa.

Indonesia

ITU BSA Application Challenge Status

BSA Implementation Status

Canada

USA

ITU BSA Application Challenge



Obtained global-level CCRA certification, OIC-CERT Global Cybersecurity Award,
and holds technology patents recognized for innovation in eight countries worldwide.

Cybersecurity Certification ISO/IEC 15408
(CC Certification/Global Level)

Winner of the 2021 OIC-CERT Global Cybersecurity Award

China Japan Singapore United KingdomMalaysia United StatesTaiwanSouth Korea

Patents & Awards



BSA's technology received the first-ever 
authoritative interpretation from the Ministry 
of Science and ICT and the Financial Services 
Commission, signaling its entry into the 
domestic market

Interpretation
by the Ministry
of Science and ICT 
and the Financial 
Services 
Commission

Ministry of Science and ICT’s 
Authoritative Interpretation

Financial Services Commission 
Authoritative Interpretation



FNSValue is attracting significant attention from both 
domestic and international media due to its innovative 
and unique passwordless authentication solution 
technology and the global brand recognition it has 
achieved.

FNSValue

in the media

매일경제신문

"FNSValue partners with ITU to 

support security in emerging 

countries."

전자신문

"FNSValue and ITU officially 

launch BSA Sandbox."

디지털타임스

"FNSValue achieves approval of 2 

standardization in ITU-T SG17 

conference."

“Enter the blockchain 

authentication financial market... 

First authorization interpretation."

매일경제신문인터뷰

Read more

전자신문

Read more

Read more Read more

Maeil Business News

"In the era of super apps, 

blockchain security without 

hacking concerns is even more 

important."

Read more

‘Innovative authentication 
technology that achieved 
global standardization.’

https://www.mk.co.kr/news/it/10817912
https://www.dt.co.kr/contents.html?article_no=2023091802109931081011&ref=naver
https://www.etnews.com/20240426000148
https://www.etnews.com/20240405000213
https://www.mk.co.kr/news/it/10730891


FNSValue

in the media

데이터넷

"FNSValue Begins Full-Scale 

Expansion into Malaysian Fintech 

Market"

파이낸셜뉴스

"FNSValue Showcases BSA 

Technology at Korea-Uzbekistan 

Banking Association Seminar"

"Password Authentication is 

Disappearing"

Read more

전자신문

Read more

Read more

"Distributed Ledger Security 

Technology Developed by 

Korean Fintech Firm 

Determined as International 

Standard"

Read more

FNSValue is attracting significant attention from both 
domestic and international media due to its innovative 
and unique passwordless authentication solution 
technology and the global brand recognition it has 
achieved.

‘Innovative authentication 
technology that achieved 
global standardization.’

https://www.datanet.co.kr/news/articleView.html?idxno=188795
https://www.fnnews.com/news/202305161046146038
https://jmagazine.joins.com/forbes/view/338053
https://www.chosun.com/economy/tech_it/2024/09/12/TJRF4ZR6ERAYHHGD3EW56DWPCU/?utm_source=naver&utm_medium=referral&utm_campaign=naver-news


CEO & Chairman, founder

Jeon Seung-Ju

CGO & Co-founder

Kim Hyun-Suk
Head of R&D Center

Jeen Sung-Kwang
Executive Director of Business Support

Hwang Hyun-Seok

Chief Communications Officer

Hannah Chang
COO of Malaysia Branch

Radhilufti Madehi
Advisor

John Caras

Executive Team



FNSValue Co., Ltd. continues to grow and develop as a security authentication solution 

company, based on public and private projects, solution development, and R&D.

2012

•  Establishment of FNSV

2018

•  Certified as a family-friendly company by the MOGEF

•  Received POC from Malaysia Defence and Completed

•  Obtained [Inno-Biz]

2019

•  Signed an MOC with Telekom Malaysia

•  Completed global accelerating program (SG) [KISED]

•  ISO 9001 QM certificate

•  A simple and security authentication solution,
  [Guardian-CCS v1.0] GS certificate

•  Obtained [Main-Biz]

•  Registered Hong Leong Bank Vendor of Malaysia

•  Completed fintech security consulting [FS]

2020

•  Contracted for Telekom Malaysia solution and license supply

•  Establishment of FNS[M], the corporate company in Malaysia

•  Appointed as a KOIPA business

•  Appointed as a consulting business for overseas expansion by FCK

•  Appointed as an expert voucher Enterprise by MSS

2021

•  Appointed as an IPO of Mirae Asset
  Securities, carrying out to list on KOSDAQ

•  Contracted for PT VADS solution of
  Indonesia and license supply

•  Appointed as a SW High Growth Club
  By MIST

•  Appointed as a consulting business for
  Overseas expansion by FCK (2021)

•  Appointed as an export voucher
  enterprise by MSS (2021)

•  Rewarded OIC-CERT Global Cybersecurity
  Award grand price

•  Guardian-CSS v1.0 Excellent Procurement
  Product – PPS

•  Excellent Technology Prize from 2021
  Korea Excellent Company Awards

•  Obtained ISO/IEC 27001

2024

•  Held ITU Regional Digital Financial
  Services Security Clinic Asia Pacific

•  Held ITU BSA Application Challenge

2022 & 2023

•  Signed partnership with ITU (International
  Telecommunication Union)

•  2 NWIs (New Work Items) for International
  Standardization approved by ITU-T SG17

•  Participated in the Dubai Information and
 Communication Exhibition (GITEX-Expand North Star)

•  Participated in 2023 Hong Kong Fintech Week

•  Signed collaboration MOU with Big Dataworksfor
  Fintech data project in Malaysia

•  ITU DFS Lab collaborates on a security
 Certification sandbox for developing countries

•  Selected by Invest Seoul Office as ‘CORE 100’,
  a promising company to attract overseas investment

•  Invited by World bank for cyber security and
  financial speech

•  Participated in ITUWTSA-20 GENEVA 2022

•  Appointed as a business for overseas
  Expansion strategy by FCK

2012~20202024 2023 2021

COMPANY HISTORY



Frequently Asked Questions on BSA

We collect only 4 pieces of 
information : ID, username, 

email, and phone number. We 
do not collect any other 

personal information. 

What information is 
required to onboard users?

What makes BSA stand out 
from other passwordless 

authenticators in the market?

BSA leverages blockchain 
technology, utilizing distributed 

node validation instead of 
traditional passwords, centralized 

databases, Public Key 
Infrastructure (PKI) or tokens for 

authentication. Which means 
compromising the device is not 

enough to circumvent BSA.

How can I install BSA 
with more than 1 device?

BSA permits only 1 device per 
user account (this is to ensure 

identity security protocol). 
If your device is lost, stolen, or 
due for an upgrade, you may 

continue to “Register New 
Device”. The previous device 
will be automatically signed 

out.

Yes. You may delete your BSA 
account by going to 

My Page -> Delete Account.

Can in delete 
my BSA account?



FNSValue Co., Ltd.

02-303-3885            02-304-3885

Seoul, Mapo-gu, World Cup Buk-ro 396, 7th Floor

hannah@fnsvalue.co.kr (Marketing and Communication Department)

www.fnsvalue.co.kr
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